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Mobile phone will become trusted personal device

Mobile phone has become one of the essentials people have always with them
>3 billion mobile subscribers

Mobile devices continue to evolve and will play a central role in people’s life
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Mobile phones will become trusted personal devices storing user’s security 
sensitive credentials, which are used to access both proximity and online services

Traditional cards (payment, loyalty, transit, access, …) as well as user-IDs, passwords 
and keys are securely stored and processed in the Secure Element of the mobile phone

NFC plays a key role in this evolution

Batteryless 
tags

Near Field Communication (NFC) is an 
evolution of contactless and short range 
RFID technologies

Service initiation

NFC USE CASES

NFC enables intuitive and convenient local interactions 
with mobile phones

NFC phone

tags

Contactless point-of-sale 
readers & ticketing terminals

Enables easy and intuitive ways of using 
mobile phones with touch-based technology  
-> operating distance of a few centimeters 
NFC technology

Optimized for proximity transactions, as well 
as handovers to other bearers
Standardized in ISO 18092

Payment & ticketing
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Other NFC phones 
and devices

Works in globally available 13.56 MHz range, 
data exchange rate between 106-424 kbps
Compatible with the existing and to-be-built 
contactless payment and ticketing card 
infrastructure based on ISO 14443 standard

Sharing



Mobile phone will be the NFC device for consumers

APPLICATION
ISSUER

(E.g. Bank)

NFC
Chip

Secure
Element
(e.g. SIM)

CONTACTLESS TERMINALS 
AND NFC TAGS

SECURE ELEMENT
ISSUER

(Mobile Operators)UI Applications
on 

Mobile Platform

Over-The-Air
management of
Secure Element
applications

Mobile
Network

UI Applications
Browse contents of Secure

Secure Element applications, 
such as credit cards and 

transport tickets, used for 
proximity transactions

+
User Interface as Smart Card 

Web Server
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Antenna

ISO
14443

Browse contents of Secure 
Element applications
Provide the interface for 
management of Secure 
Element applications over 
the air
Manage the use of Secure 
Element applications with 
contactless terminals
Read external NFC tags to 
intiate services

NFC phone providers great value to consumers

Fast and convenient payments
No cash, fast check-out

Fast and convenient ticketing
Purchase tickets with mobile, 

CONSUMERS
with NFC phone

anywhere anytime

Enhanced loyalty schemes
Coupons and vouchers always 
with you in your mobile

Browse the card applications and 
content locally on the phone
Manage your applications over-
the-air, anywhere anytime

• Always with you
• Online connected
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the air, anywhere anytime
Easy access to services in your 
surroundings, with a simple touch 
of a phone
Easy sharing of mobile content

• Proximity interactions
• Customized UIs
• “Active smart card”



Considerations on the NFC ecosystem

NFC will be an ecosystem – new services, new business opportunities, 
intersection of multiple industries

NFC ecosystem creation will be service driven, not a technology push

Payment and ticketing are the first applications, other will follow thereafter

Rollout will start in locations with existing contactless smart card infrastructure

NFC is compatible with the infrastructure and thus can leverage the investment made 
for contactless card acceptance

These locations will provide the natural starting point for infrastructure creation for 
NFC based service initiation from Smart Poster embedded with NFC tag

Payment and ticketing applications need to be provisioned over-the-air after the

Venyon at BoF Payment Habits 2008
Page 7

Payment and ticketing applications need to be provisioned over-the-air after the 
consumer has purchased the NFC phone

Establishment of the NFC ecosystem is a collaborative effort between the 
stakeholders, such as mobile network operators, banks and transport companies

Mobile payments with NFC phones

Mobile handsetOTA provisioning and 
management of payment 
applications

WALLET/UI

NFC

AntennaSE/SIM

ISSUING BANK

- Branding
- Payment card information
- Issuer information
- Transaction history
- Selection of payment card
- Configuration, protection

Potential use for 
online payments 
and mobile banking
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Chip

Storage for multiple 
payment applications, 
from different issuers

Other SE applications

Payments at 
Point of Sale

NFC is compatible 
with contactless 
card acceptance 
infrastructure



NFC Secure Element management and usage

TRANSPORT
COMPANIES

PUBLIC
AUTHORITIES

SERVICE
PROVIDERS BANKS VENUESMERCHANTS

SECURE ELEMENTSECURE ELEMENT
MOBILE NETWORK

OPERATORS

SECURE ELEMENT:
• Multi-application smart card chip

in the NFC device

SP’S WISH TO ENABLE 
THEIR APPLICATIONS 
ON SECURE ELEMENT 
OF NFC HANDSET

MNO’S ISSUE SECURE 
ELEMENTS CAPABLE OF 
HOSTING SP APPLICATIONS

WEB BASED 
SERVICES

USE OF SE APPLICATIONS IN 
ONLINE SERVICES

SECURE ELEMENT 
MANAGEMENT

SECURE ELEMENT 
USAGE

Venyon at BoF Payment Habits 2008
Page 9

in the NFC device
• Different form factor alternatives
• Issued primarily by MNO’s
• Hosts card applications issued

by Service Providers

SIM MEMORY
CARD

EMBEDDED
CHIP

USE OF SE APPLICATIONS IN 
LOCAL INFRASTRUCTURE

NFC
PROXIMITY 
SERVICES 
(PAYMENT, 
TICKETING, 
ACCESS, …)

NFC OTA services needed for different industry verticals

SERVICE PROVIDERS

Transport companies
Transport services

Stadiums, venues
Entertainment, events

Banks
Payment services

Retailers
Loyalty programsTransport services

Existing services         

Existing 
Infrastructure

Entertainment, events Payment services Loyalty programs

OTA SERVICES BY TRUSTED SERVICE MANAGER (NEW ENTITY)
OTA applic. download

OTA ticket top-up
OTA applic. download

OTA ticket top-up
OTA applic. 
download

OTA applic. download
OTA coupons, loyalty

SECURE ELEMENT
ISSUERS

(Mobile Operators)

Existing services         Existing services         Existing services         

Existing 
Infrastructure

Existing 
Infrastructure

Existing 
Infrastructure
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Paper tickets
Travel cards

Paper tickets
Access cards Payment cards Paper coupons

Loyalty cards
NFC PHONES NFC PHONES NFC PHONES NFC PHONES



GSMA proposes TSM for OTA services

Mobile NFC will be successful provided that the mobile NFC ecosystem:
Is steady, providing value for all entities within it
Is efficient, by introducing a new role of the Trusted Service Manager

Trusted Service Manager (TSM) – securely distributes and manages the Service 
Providers services to the MNO customer base

To increase the efficiency of business relationships, the role of Trusted Service 
Manager (TSM) is proposed. The TSM’s role is to:

Provide the single point of contact for the service providers to access their customer 
base through the MNOs
Manage the secure download and life-cycle management of the mobile NFC 
application on behalf of the service provider

TSM need to fulfill certain requirements and in particular:
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TSM need to fulfill certain requirements, and in particular:
Ability to contract with and support a high number of partners
A good business reputation in handling services securely
Being seen as a trusted partner in the ecosystem

(Source GSMA, February 2007)

TRANSPORT
COMPANIES

PUBLIC
AUTHORITIES

SERVICE
PROVIDERS BANKS VENUESMERCHANTS

OTA Management of Secure Element Applications by TSM

MOBILE NETWORK
OPERATORS

OTA MANAGEMENT
OF SECURE ELEMENT
APPLICATIONS

WEB BASED 
SERVICES

USE OF SE APPLICATIONS IN 
ONLINE SERVICES

TSM

Issuance
of SIM
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CONSUMER’S 
PERSONAL ASSETS

IN SECURE ELEMENT

SECURE ELEMENT

MEMORY
CARD

EMBEDDED
CHIP

NFC

SIM
USE OF SE APPLICATIONS IN 

LOCAL INFRASTRUCTURE



Requirements on OTA services for NFC mobile payment 
applications

Post-issuance process

High security, including Visa and MasterCard certifications

Support for different payment application standards / specificationspp p y pp p

Support for all NFC devices & all Secure Elements

Flexible online interfaces to interact both with issuing banks and MNO’s

Support for the OTA following services

Load and install of payment application

Personalization of payment application

Life-cycle management – lock unlock delete
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Life-cycle management lock, unlock, delete

Creation of Supplementary Security Domain

Data update, such as EMV counters

Wallet interactions

Conclusions
Mobile phone becomes consumer’s trusted personal device – NFC plays an 
essential role in this evolution

NFC enables the implementation of mobile payments compatible with the 
contactless card acceptance infrastructure

NFC phone offers great possibilities to enhance the consumer experience onNFC phone offers great possibilities to enhance the consumer experience on 
contactless payments and possibilities to provide other mobile financial services

NFC phone contains a Secure Element (SE) for storing all consumer’s 
applications, including payment applications

MNO’s will predominantly take the role of the SE issuer, SIM is the natural choice 
for the SE while other form factors will exist too

Payment applications will be post-issued over-the-air to the SE of the consumer’s 
NFC phone
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p

Trusted Service Manager (TSM) is a new entity in the NFC ecosystem providing 
trusted and neutral OTA services for enabling and managing Service Provider 
(SP) applications on the Secure Element of the NFC phone

TSM has to be able to serve all SP segments and fulfill the specific requirements 
of each segment, including those related to payment applications



Thank You!

Further information available:

Lauri Pesonen
Email lauri.pesonen@venyon.com
www.venyon.com
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Venyon provides TSM services to NFC ecosystem

“Venyon provides trusted services to the NFC ecosystem by enabling Service 
Providers – such as banks, merchants, transport companies, media companies and 
public authorities – to securely provision and manage online their security sensitive 
applications on the consumer’s NFC enabled mobile devices, in cooperation with 
Mobile Network Operators.”

Venyon is white label 
TSM providing a single 
point of contact for
- Service Providers to 

enable and manage their 
security sensitive 
applications on NFC 
handsets

TSM
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- MNO’s to reach these 
Service Providers

Trusted Service Manager = provider of OTA 
Secure Element management services

Any NFC phone
Any SIM/SE



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings true
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 99
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /FIN <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [595.276 841.890]
>> setpagedevice


