Bank of Finland
Payment Habits

Seminar
August 2009

EUROJARJESTELMA
EUROSYSTEMET

Mobile payments
and the need for
a trusted central administrator

27 August 2009
Harry Leinonen
Bank of Finland

12.8.2009 Harry Leinonen SUOMEN PANKKI | FINLANDS BANK | BANK OF FINLAND



12.8.2009

Basic elements of payment systems

All payments are debits to sending and credits to
receiving accounts

All payment instruments need issuers and acquirers
A network is needed to connect issuers and acquirers

All payment systems have schemes/rules agreed on by
iIssuers and acquirers

Merchants and other payment receivers need terminal
devices for electronic payments

Mobile payment products will contain
the basic elements in some form
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Will cards be digitalised and
stored in mobile phones?

A mobile phone
could store details of all cards
and select the correct
card based on parameters
and learning

Easier to provide and update
cards completely remotely
over the air

Back-ups safely in the network
and down-loadable in case of
hardware failures or loss of phone
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Mobile phone-based solutions improves the
customer initiation device compared to cards

¢ An independent screen and keyboard as user interface
¢ Vast data storage capacity
¢ Good processing possibilities

¢ Improved security features

The main improvement with mobile payments
are in the domain of efficient customer interfaces,
security and local processing capacity
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Full utilisation of mobile technology
improvements would provide

NFC (Near Field Communication) for payment data capture
Camera and scanner for data capture

POS, Internet, and person-to-person payments

Secure identification feature via SIM or other security card
Complete transaction record with payment details
Immediate real-time payment processing and naotifications
Automated reconciliation

Global standards for all phones and networks

Global terminal standards
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Mobile telephone payment technology could efficiently
replace most of the old technologies
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Future dominant mobile payment
issuers and accounts?

1. Card accounts of current systems
Current bank accounts
TELCO phone call accounts

Money remittance accounts
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Specialised payment institutions
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All types of issuers can use the mobile technology and
different schemes can exist in parallel
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Scheme + network = pricing + business model

¢ Schemes and networks can be open or closed; one open
type is sufficient, but closed solutions require several in
parallel (eg one direct debit scheme/network versus several

card schemes/networks on local level)
¢ New services can be priced by their immproved convenience

¢ Schemes can be used to limit service possibilities (eg no
person-to-person payments with credit cards)
Mobile technology can be employed by

old and new schemes/networks;
a business incentive is needed in all cases
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Current mobile payment product diversity

¢ Several local/national brands in different countries

¢ New entrants trying to capture part of the payments

market

¢ TELCOs expanding their services

M->PESA O obo;

vodafone

New entrants try to capture local markets
via new services and technology
by pricing the new convenience

A clash between two network structures: banks vs TELCOs
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SEPA-wide or global mobile multi-issuer
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require

¢ A common network with common technical standards for
all issuers and acquirers

¢ A common business scheme

¢ A common security architecture and trusted
administrator for securely identifying all parties
— Payers (mainly consumers)
— Payees (mainly merchants)
— Issuers
— Acquirers
— TELCOs

An open architecture involves an unlimited number of
acquirers, issuers and TELCOs

12.8.2009 Harry Leinonen SUOMEN PANKKI | FINLANDS BANK | BANK OF FINLAND



Electronic payments and identification
require a common trusted security administrator

TELCO 1 TELCO 2
Payer Secure Payee
Consumer Merchant
X 7
elD /
Secure . / Secure
dialogue elD admini- | gD dialogue
strator
Issuer | | Acquirer
Secure
dialogue

To implement secure electronic dialogues,
all electronic devices need electronic IDs
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A secure payment dialogue requires

¢ PKI (Public Key Infrastructure)-based identification and
encryption

¢ A trusted CA (Certification Authority)-based certification
network

¢ Tamper resistant hardware devices for key storage and
encryption/identification processing

Payer Paye
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The individual CAs need to form a certification network
in order to link customers using different CA services
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One phone to many accounts, many issuers
and several TELCOs —-solution needed

Most of the current systems have limitations on number of
accounts, issuers and TELCOs

An open solution should be free of limitations, ie it should
be possible to make mobile payments using different
issuers and TELCOs

However, this requires a trusted party to administer the
security keys for the different issuers and TELCOs on the
security platform (chip) on the phone

For this, the industry needs to agree upon
an open structure for security architecture
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Hierarchical open security structure

Trusted
admini-
strator

s s s
[ [ (
{ Issuers [Acquirers [TELCOS
Payers — Payees - Subscri#ers

General interoperability requires common standards,
architecture and central administrator
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A mix of closed solutions will result in

¢ Merchants having to select which schemes to accept
¢ Merchants having relationships with several acquirers

¢ Terminal providers having to develop multi-scheme
terminal systems

¢ Parallel administrators and networks

¢ Payers having to check on acceptance of the services
they want to use

¢ Limitations on person-to-person payments (just within
the same issuing network)

Closed networks can agree on some common standards
in order to increase efficiency and reduce unnecessary
duplication
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Will we have ONE global mobile payment
scheme used by everyone

or
the current diversity of payment services

utilising the new technology
for making current offerings more efficient?

We will at least start with
some kind of mixed situation!
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Which will be the business cases for

- legacy bank services
(= cannibalising old payment services)

- new entrants’ services
(= extra revenue at low cost including synergies)

and the authority policylregulation reactions?
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3.9.2008

Harry Leinonen

Thank you for your attention.

Questions?

SUOMEN PANKKI | FINLANDS BANK | BANK OF FINLAND

17




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings true
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 99
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /FIN <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [595.276 841.890]
>> setpagedevice


