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a‘nd what next?

e land 30.10.2024

& —— - "
s 3 - -
3% ¢ et
o
AT
e »
ne ot .
- . o e -
’ & "‘ -
A .
% 7o v
\-. e § . - .
4 "S- . A e _ . ’
Jarno Limn : ' <
Member of P £ !

’r;\i" ' ona b e l% University, University of ]yvag(yla, University of Tampere

Adjunct profg
vork: ,Wbrld Economic Forum

Member of EXp : :
Doctor of Mll ‘{g i






i



NORTH ATLANTIC
OCEAN

py!

ALGERIA

meavmiania | 00 0y

INDIAN OCEAN ~e







/. Pagers Explode Across Lebanon
In Attack On Hezbollah
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Production lines, insider Cyber-physical operation

Psychological affect



Fast development in cyberworld and
technology

Blurring state-actors and nén state-actors

Understanding of digital vulnerabilities
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Russia plotting sabotage
across Europe, intelligence
agencies warn




&
VLADISLAV BOROVKOVM  DENIS DENISENKO YURIY DENISOV
These individuals are members of Unit 29155 of the Russian General Staff Main Intelligence

Directorate (GRU), which has conducted malicious cyber activity against U.S. critical infrastructure,
particularly in the energy, government, and aerospace sectors.

These Unit 29155 GRU officers are responsible for targeting critical infrastructure in the Ukraine and
dozens of allied Western countries.

Anyone with information on Vladislav Borovkov, Denis Igorevich Denisenko, Yuriy Denisov, Dmitry
Yuryevich Goloshubov, and Nikolay Aleksandrovich Korchagin, GRU’s malicious cyber activity, or
associated individuals and entities should contact Rewards for Justice via the Tor-based tips-reporting
channel below.
oy

\ U.S. Department of State _ . S _
/ Diplomatic Security Service | Tor Link: he5dybnt7sr6cm32xt77pazmtm65flqy6irivtfirugfc5ep7eiodiad.onion

>/ Rewards for Justice
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Hybrid influence
in the coming
months?

Information Influence, affects political
decision -making and social atmosphere

Land, marine and airspace, violation of
state borders in their various forms

Cyber attacks: telecommunications,
finance, critical infrastructure, cyber
espionage, health care information
cvetems

Energy
Human flows to the eastern border

Disturbing of foreign trade (sea)
7



Ransomwares
Phishing

DDoS

. Cyberespionage




Layers of Cyberspace

Social layer
(Cognitive Cyber)

P Logical layer
’. /._,57,71}’01‘ T i . J?;','v —
2/ l"//’jf /ﬁ? é”,f ,??8'5' % (Software Cyber)
Physical Layer

(Physical Cyber)
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Software is being used to wipe computers across
', Ukraine as Russia invades
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Three key learnings,

cybersecurity in Ukraine:

* Preparation is worth it
* Trusted and skilled allies

* Cyberresilience (plan B,
continuity)
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The Global Risks
Report 2024
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Global Risks Report 2024 WORLD
. ECONOMIC
Top 10 risks FORUM

"Please estimate the likely impact (severity) of the following risks over a 2-year and 10-year period."

years 10 years

IEl Misinformation and disinformation IRl Extreme weather events

Extreme weather events PN Critical change to Earth systems

el Societal poe. . Rl Biodiversity loss and ecosystem collapse

Ul Cyber insecurity Al Natural resource shortages

[l Interstate armed conflict ISRl Misinformation and disinformation

SRl Lack of economic opportunity SRl Adverse outcomes of Al technologies
Fall Inflation &l 'nvoluntary migration

Rl Involuntary migration SRl Cyber insecurity

[cRl Economic downturn Sl Societal polarization

([olul Pollution LORl Pollution

Risk categories | Economic | Environmental | Geopolitical | Societal | Technological

Source: World Economic Forum Global Risks Perception Survey 2023-2024.
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To remember:
1. One security, including communications
2. Situational awareness, security is a process
3. Importance of resilience
4. Practice - know your vulnerabilities and manage
risk level
5. The importance of staff motivation and vigilance
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“It is not the strongest species that survive, nor the

most intelligent, but the ones responsive to change.”
- Charles Darwin

N

Thank you
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