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There is an extraordinary 
amount of talk about 
(cyber)security and 

preparedness – 
even more so in the future





Cybersecurity



Production lines, insider Cyber-physical operation

Psychological affect



Fast development in cyberworld and 
technology

Blurring state-actors and non state-actors

Understanding of digital vulnerabilities



Implications in a networked world











Hybrid influence 
in the coming 

months?

• Information Influence, affects political 
decision -making and social atmosphere

• Land, marine and airspace, violation of 
state borders in their various forms

• Cyber attacks: telecommunications, 
finance, critical infrastructure, cyber 
espionage, health care information 
systems

• Energy

• Human flows to the eastern border

• Disturbing of foreign trade (sea)

• ??



Ransomwares

Phishing

DDoS

Cyberespionage



Layers of Cyberspace

Social layer
(Cognitive Cyber)

Logical layer
(Software Cyber)

Physical Layer
(Physical Cyber)







Three key learnings, 
cybersecurity in Ukraine:

• Preparation is worth it

• Trusted and skilled allies

• Cyberresilience (plan B, 
continuity)







To remember:
1. One security, including communications

2. Situational awareness, security is a process
3. Importance of resilience

4. Practice - know your vulnerabilities and manage 
risk level

5. The importance of staff motivation and vigilance





Trust



“It is not the strongest species that survive, nor the 
most intelligent, but the ones responsive to change.” 
- Charles Darwin

Thank you
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