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1.1

ntroducti on

The Bank of Finland Payment and Settlement System Sim(BaérPSS?2), is
analysissoftware designefbr payment and settlement system simulatiofise
simulatorcan beusedfor studyingliquidity needs and risks in payment and
settlement systemSpecial situationsyhich areoften difficult or impossible to
test in a real environment, can be simulat&t this tool.

This document is the user manual of B8ES2. It dscribes features

of the software and their uske also providesinoverview of technical details of
the simulator and refers to other documentation, where more details can be found.

The manual is structured as follows.

T
T

= =4

= =4

Chapter 1 provides this introdimt and describes general structure and
possible usages of BaFSS2.

Chapter Zorovides instructions for installation of B&FSS2 and necessary
third partysoftware

Chapter Joresents the user interface of BBES2 and describes its
existing features.

Chapter 4oresents outline of algorithms, which are the building blocks
used in describing simulated payment systems.

Chapter Horesents outline of data management and structure of the
database.

Chapter Gorovides screenshots of the graphical user interface.

Chapter includes references to more detailed technical documentation of
the simulator.

Chapter 8ncludes short troubleshooting guide

Chapter dists acknowledgements of contributordjo have participated

in the development of the tool.

1.1 General overview

The BoFPSS2 system structure contains three main subsystems:
a) Input generation subsystem

b) Simulation execution subsystem

C) Output analysing subsystem
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The architecture of the PSS2 program is pictured below:

Workstation
BoF-P552 Simulator
Ay ST fo )
Import data Outpat
_k. analyzing data|
Exported — Input Cutput
CS V-files ¢_ database database o [Excel files
Inpat (R Execution el ﬁﬁ"f‘e
E subsys term | L) Inpat b system | Output — e
T database T [ databasel |7 j
Irput data E:b : :
T | S inmlation
CSV-files output
C3S V-files
G -~ >
Project management data System maragement data
Exor files Output System Texp T
e poxts database . :

1.1.1Input generation subsystem

The input generation subsystenincludes tools to import and vadate transaction
data, participant data, as well as data on daily account balances and credit limits.

Al data are stored in database fil es.

input data is formally valid and then transfer it into system dagbtauctures. The
correctness of the input data is vital. Account numbers or identifiers in the
transaction file must correspond to the account or participant data.

All input data must be presented in CSV (comma separated values) format, but
it can be etered in a usedefined order. The input data can be edited by exporting
them from the input database as CSV files to Excel. They can therrbpaded
after the changes. (Current Excel versions can handle about 65,000 rows. If larger
files need to be éi®¢d, other tools (e.g. Access or SAS) or direct programming is
usually needed. In rare situations, splitting tables intables may be a suitable
solution.) The simulator does not include a proprietary editor for this purpose.

1.1.2Simulation execution s@gystem

The simulation execution subsystem includes tools for configuring and running
simulations. It also contains the actual simulation and settlement logic. It keeps a
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log of all events and bookings and makes reports and statistics on simulation runs.
A control panel facility is available to set up and manage settlement structures,

configure settlement rules and launch, monitor and control simulation runs. The

simulator keeps a log file for the user of all simulations made.

1.1.30utput analysing subsystem

The output analysing subsysterhas the functionality for reporting basic statistics

for common result parameters. The output database contains the raw data for the
booking order of transactions and balances of settlement accounts. The input
database containthe transaction flow, while the output database contains the
settlement flow, i.e. settlement order and timing of submitted transactions.

An analyser program is used to generate additional reports. Users typically
perform many different simulations anént to compare the results of the different
runs. The analyser does some comparisons automatically, but additional analyses
may require exporting CSV files for use with tools such as Excel. Itis thus advisable
to create a structure beforehand for simafatuns and determine which results are
to be stored in databases for further analysis. The databases can become overly
massive when transaction volumes are high and all transdetiehevents are
retained in the databases.

1.2 Supported system structurasd simulation examples

BoRPSS2 software supports a large variety of general system structures. It can
model most payment and settlement structures and processes found in real systems.

The simulator supports retiine gross settlement (RTGS), continuauet
settlement (CNS) and deferred net settlement (DNS) systems. The processing
options for these systems are defined by selecting appropriate algorithms. For
example, QUE algorithms define how transactions are released from queues, while
PNS algorithms dene when and how partial net settlement of queued transactions
will be invoked.

The simulator also has mulystem capabilities, whereby a large number of
interacting systems can be included in the same simuladEs ¢hapteB.9.4).
When transactions occur between systems, they are booked in separate intersystem
accounts. There are two types of intersystem transactions: straightforward
participantto-participant transactions or system invoked injection or settlement
transactions leveen a main and ancillary system. In the straightforward case, the
sending systemb6s transaction data include
another system. It is possible in ancillary systems to define theofestmly
settlement system and acobsi for each participant. Intraday injections may also
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be defined. These transfer liquidity between the main and ancillary system during
the day according to participant needs.
Typical interacting system scenarios include:

i Several independent RTGS ssis constituting a network of systems, e.g.
TARGET,

i A domestic payment system environment consisting of an RTGS system and
ancillary systems, e.g. a CNS and a DNS system settling in the RTGS system,
and

i RTGS system settlement between an RTGS and atsexgettlement system.

The simulator also supports muttirrency and muklasset processing, which
allows simulation of international payment systems and securities settlement
systems. Assets are treated as bewly currencies. Paymewersuspaymert
(PVP) and deliverywersuspayment (DVP) processing is supported. DVP/PVP
transaction pair®r groupsshould be connected via a DVP/PNiRk code. In
addition to single intraystem DVP/PVP processing in RTGS or deferred net
settlement mode, the simula@so supports RTGS DVP/PVP settlement between
reattime systems.

The focal output factors in simulations are typically counterparty risk and
overall risk, liquidity consumption, settlement volumes, gridlock situations and
queuing time. Measures for thefsetors will be stored in the output database. In
whatif simulations, the input parameters are modified to distinguish effects on
output factors. The following input parameters are often used or modified in
simulations:

i Input transaction flow (e.g. $6ng when a single counterparty or system has

problems),

Available liquidity,

Credit limit/debit cap restrictions,

Queuing and netting processes,

Participant behaviour due to e.g. new pricing patterns,

New settlement procedures, e.g. new alparg,

Structural changes, e.g. the merging of several systems,

Changes in participant structure (e.g. introducing new participants, merging old

participants), and

I New intersystem processes (e.g. a shift to R-b@sed DVP processing from
endof-day bath processing).

Liquidity is introduced the simulations either by defining daily opening balances
and/or intraday credit limits. Liquidity can also be introduced via-teqatsactions
and there are more alternatives available: introducing only the megepétween
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the participants and the central bank account (with abundant limit), introducing in
DVP mode the money legs in the RTGS system and the asset legs in a separate
securities settlement system or having a special collateral account (monetary value
only) in the RTGS or securities settlement system.

Participant level risk management features can also be directly introduced in
simulations by using bilateral limits (bilateral debit caps). These can be defined at
bilateral and also at multilateral leadparately from other liquidity arrangements.

Simulations may use available data from current systems or fictional, but
representative, data. The simulator can be described as a deterministic model with
stochastic input.

Data for some examples are distributed with the simulator software, e.g. an
RTGS simulation, an RTGS system with an ancillary CNS or DNS system and a
reattime DVP securities settlement system. Some correct results are provided for
all examples as illusttimn of what can be obtained as simulation output. All
examplesise semicolon as data separg@mintsas decimal separatofhe data
for the examples and system descriptions are found in the dir€:iBoF
PSS2example$DECIMAL_POINT.
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2l nstall ati on

Before usingBoF-PSS2software, you need to instalMySQL, MariaDB or MS
SQL (less testedjatabase server. Instructions for this are given below.

Information on how to order and download BeF-PSS2program is posted at
www.bof.fi/sc/bof-pss

2.1 Hardware and software requirements

Hardware

At least a PC Pentium 4 class processor with at least 1 GB of main memory is
recommended, even though the simulator can be run with less manabayslower
processor. Sufficient main memory is essential for rapid execution of large
transaction volumes. At least 2 GB of main memory is recommended for large
simulations and 4 GB or more for very large simulations (>1,2 million transactions
and >100 participants). Note that the -Rit version of the Java virtual machine is
able to use only approximately5lGB of memory. In order to be able to allocate
more memory than.% GB to the Java virtual machine and the simulatorbi64
versions of the Javauntime Environment and the simulator are needed. Naturally
the operating systeralso needs to be a-®it environment.

The BoF-PSS2simulator can process massive transaction flows effectively
with adequate available main memory resources. The comptéxhg algorithms
used and the selected output tables to be computed during the simulations strongly
influence the running times and memory usage of simulations.

The BoF-PSS2simulator keeps all transactions and other input data to be
processed during simulation in the main memory. The amount of transactions is
the decisive factor in main memory use. When there are more transactions than
space in the main memory, system performance is likely to degrade strongly due to
necessary disk swaps. Even therm, shmulator continues processing during such
circumstances until the limit of3 GB is achieved for the 3@t version.

Software
Windows XP/VistdWindows 7
Microsoft Excel installed (required to open reports from the user interface)

MySQL/MariaDB/MS SQ.-SERVERdatabase server installed.
Sun Microsystembs Java RunrbO3(disgibutedhvi r onment
and installedvith theBoF-PSS2program).

TheBoF-PSS2program should work with limitations in Linux, although this is yet
to be tested. Please contact the Bank of Finland if you are interested in running the
software in a Linux environment.
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2.2 Installinga database server

The BoF-PSS2 program assumeshat Microsoft Excel and either MySQL,
MariaDB or MSSQL Serveare installed before the installation of the Simulator.

2.2.1InstallingMySQL

This chapter describes howitestall MySQL database server, either one with
commercial or GPL licens®efer to thehe next section if you prefer MariaDB

The basic environment for the simulator is assumed to be aai@me PC or
aserver in which the MySQL database is installed separately. If you employ a PC
or aserver in which MySQL is already installed and ubgdther applications, it
is advisable to contact your-house technical support persons or consult the
MySQL manual on mukapplication parallel wes

MySQL versionghat have beetested witithe simulator are 4.1 and B8 5.5
and 5.6 Installation procedures of theseersions are identical. Necessary steps for
theinstallation of MySQL 5.0 are listed beloBe aware that the database storing
policy has changed with newer versions of MyS®tar example th@ersions5.5
and 5.6do not allow the storing of datasbe files anywhere else than tathbase
engi neds d&as such this rseat aroissye for the simulatas the
simulator has always support free locations for the dataliasethis purposéhe
simulator has an automated databse stquoligy recognitionsystem.

1. Extract the archive containing the MySQL setup program (e.g. Rolasgic
5.0.83win32.zip) and run Setup.exe. Click next in the Setup Wizard window.

% MySQL Server 5.0 - Setup Wizard

Welcome to the Setup Wizard for MySQL
Server 5.0

The Setup Wizard will install MySQL Server 5.0 release 5.0.84 on
your computer. To continue, click Next.

R WARNING: This program is protected by copyright law.

Mext = | l Cancel

My
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2. You have to accept the license agreement to proceed with the installation.
Please consuitour commerciaMySQL licenseor the GPL license

4 MySQL Server 5.0 - Setup Wizard

License Agreement

Please read the following license agreement carefully.

MySQL Software License Information

This software product is not publicly avaiable software. This software
product is MySQL commercial software and use of this software is governed by
your applicable license agreement with MySQL.

(@)1 accept the terms in the license agreement

()1 do not accept the terms in the license agreement

< Back “ Next = l [ Cancel

BoF~PSS2 User Manual 12



3. Select "Custom" and click next.

13 MySQL Server 5.0 - Setup Wizard

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

() Typical
4 Common program features will be installed. Recommended for general
use,

2!

() complete

—
g

’ All program features will be installed. (Requires the most disk space.)
L] [

iD

Choose which program features you want installed and where they wiill
be installed. Recommended for advanced users.

[ e ][ o

4. Itis recommended to install to eitheA@ySQL\ or CAProgram
FilesMySQL\. The simulator installation program is able to automatically
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detect these foldeend will configure the database.bat
database_shutdown.bat and\n@;.cnf files accordingly.

MySQL Server and Client Programs should be selected for installation. The
othe items are not necessary for the simulator.

4! MySQL Server 5.0 - Setup Wizard

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

Installs the MySQL-server
executables.

—2-| MySQL Server

=~ Client Programs
_X_~| MySQL Instance Manager
¥ _~| Documentation

LI Developer Components

This feature requires 38MB on
your hard drive.

Install to:

[ ma | me [ omm

Using the default location for MySQIC:\MySQL\) is advisable.
5. Click next and install the MySQL server.

15 MysSQL Server 5.0 - Setup Wizard =
Installing MySQL Server 5.0
The program features you selected are being installed.

Please wait while the Setup Wizard installs MySQL Server 5.0. This may take
several minutes.

Status:

Copying new files
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6. After completing the installation wizard select the option "Configure the

MySQL Server now" andlick Finish.

1 MySQL Server 5.0 - Setup Wizard &

Wizard Completed

Setup has finished installing MySQL Server 5.0. Click Finish to exit
the wizard.

Configure the MySQL Server now

Use this option to generate an optimized MySQL config file,
setup a Windows service running on a dedicated port and to
set the password for the root account.

MySoL

P EImSh —

7. Select "Standard Configuration" and click next.

MySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration
Configure the MySQL Server 5.0 server instance.

Please select a configuration type.

(" Detailed Configuration

Choose this configuration type to create the optimal server setup for
& this machine.

/e Standard Configuration:
@ Ise this only on machines that do not already have a MySQL server

installation. This will use a general purpose configuration for the
server that can be tuned manually.

< Back I Mext = I Cancel
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8. Unselect'Install As Windows Service" angklect"Include Bin Directory in
Windows PATH".

MySQL Server Instance Configuration Wizard

MysSQL Server Instance Configuration
Configure the MySQL Server 5.0 server instance.

Please set the Windows options,

| Install As Windows Service

| [
-

[+ Include Bin Directory in Windows PATH:

Chedk this option to include the directory containing the
server [ dient executables in the Windows PATH variable
so they can be called from the command line.

< Back | Mext = I Cancel

9. Click next andexecuteandthe setup of MySQL is finished.

If you have problems, please consult the MySQL manual at
http://dev.mysql.com/doc/refman/5.0/en/index.html

2.2.2Installing MariaDB

MariaDB database server offers a dingeplacement functionality for MySQL. It

is built by some of the original authors of MySQL together with assistance of free
and open source software develop&tarting with thesimulatorversion 6.0.0,
MariaDBversons 5.2 5.3 5.5 and 1@both 32bit and 64bidreexpected to work
equally well as the commercial MySQL softwalMote that all versions do not
allow to save dtabase files to other directories than the data directory of the DB
engine.We know that 2 and 5.3do allow saving database table files frediyt

for instance version 10 does ndthis is not an issue for the simulator as the
simulator has alwaysllowed to store databases to arbitralgcations The
simulator has an automated databse storing policy recognition system will
guide project creatian
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Installation steps of the MariaDB database server

1. Downloadthe MariaDB installation utilitcorresponding to your operation
system from http://downloads.mariadb.org/mariadb/5.3/ For 32bit
Windows the file name is of the form@aariadb5.3.7win32.msi and for 64
bit Windows it is ofthe format mariadid.3.7winx64.msi.

2. Double clickthe msiinstallation file to start the installatiaand clickNext
in the setup wizard window.

i® MariaDB 5.5 Setup

Welcome to the MariaDB 5.5 Setup
Wizard

The Setup Wizard will install MariaDB 5.5 on your computer,
Click Mext to continue or Cancel to exit the Setup Wizard.

MariaDB

[ Mext ] [ Cancel ]

3. Accept the license to proceed with the installation and &liekt.
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iw MariaDB 5.5 Setup

End-User License Agreement

Please read the following license agreement carefully

MariaDB

18]

GNU GENERAL PUBLIC LICENSE

Yersion 2. June 1991

Copyright (T} 1989, 1991 Free Software Foundation, Inc. 59 Temple
Flace - Suite 330, Boston, MA 02111-1307, USA Everyone is permitted
to copy and distribute verbatim copies of this license document, but

changing it is not allowed.

Preamble
The licenses for mnst software are desioned tn take awaw vour freednm %
[*]1 accept the terms in the License Agreement

[ Print ] [ Back H [ext ] [ Cancel ]

4. At the Custom Setup screeselect atleast the MariaDB ServéiDatabase
instancé® and fClient Programg to be installed.Install additional parts
according to your preferencehe BoFPSS2 setup wikhutomatically detect
MariaDB installed in C\MySQL though any location is acceptable.

iw MariaDB 5.5 Setup

Custom Setup

Select the way you want features to be installed.

MariaDB
Click the icons in the tree below to change the way features will be installed.
S =] *I MariaDB Server Install server
=) ~ | Database instance
= ~ | Client Programs
¥ - | Development Components
= X | Third parh.,-' _t':":'ls This feature requires 134MB an
X *| HeidisQL your hard drive, Ithas 2 of 2
X vI Debug Symbols subfeatures selected. The
subfeatures require 348 on your
hard drive.

Location: C\MySQLY

[ Reset ][ Disk Usage ” Back ][ Mext ” Cancel ]

5. Untickt he option AModify password for dat
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ix User settings

Default instance properties
MariaDB 5.5 database configuration

EE&

MariaDB
[ | Modify password for database user 'root’
New root password: | Enter new root password
Confirm: | Retype the password
|:| Create An Anonymous Account
This option will create an anonymous account on this server.,
Flease note; this setting can lead to insecure systems,
[ Back H Mext ] [ Cancel ]
6. Untickt he Al nstall as serviceo opti

i'-.% Database settings

Default instance properties

MariaDEB 5.5 database configuration

[]Install as service

Service Mame: |

Enable networking

TCP port: |33EIE-

Optimize for transactions

(Uses transactional storage engine and “strict”™ SQL mode)

Buffer pool size: 127 ME

MariaDB

[ Back ][ Mext ]

[ Cancel

7. Enable or disable the Feedback plugin.

BoF~PSS2 User Manual

19

on.



i@ MariaDB 5.5 Setup

MariaDB 5.5 setup ‘J

Submit usage information

[ ]Enable the Feedback plugin and submit anonymous usage information

Maonty Program has created a Feedback plugin for MariaDB which, if enabled,
collects basic anonymous statistical information. This information is used by the
developers to improve MariaDB. Enabling this plugin is an easy way to help with
MariaDE development, Collected statistics, and more information on the plugin,
can be viewed at http: /fmariadb. orgffeedback_plugin

More Info

[ Back H Mext ] [ Cancel

MariaDB

8. Click Nextwhen Ready to install MariaDB.

Ready to install MariaDB 5.5

MariaDB

Click Install to begin the installation. Click Badk to review or change any of your
installation settings. Click Cancel to exit the wizard.

[ Back “ Install ] [ Cancel

i MariaDB 5.5 Setup Eo®

9. Copying the files file will take about half a minute.
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10. Click Next to finish the installation.

i MariaDB 5.5 Setup

Completed the MariaDB 5.5 Setup Wizard

Click the Finish button to exit the Setup Wizard,

MariaDB

2.2.3Installing MS SQLServer

These instructionsppl v t o Mi c rsenend012&EXPRESQ.LMS SQL
server2012 requires either .NET 3.5 SP1 or .NET 4 ®awrks and service pack

1 to be installed on your computer. Depending on the upgrade status of your
computer theses might or might not be installed on your computer. The installation
software is likely to inform the user if one of these is missing.

1. Download the MSSQL Server correspondin to your system requirements
from http://www.microsoft.com/emis/download/details.aspx?id=29062

2. Run the setup .exe filthe SQL Server instation center will open.
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# SQL Server Installation Center _ ol x|

Planning e = New SQL Server stand-alone installation or add features to an
. existing installation
= Launch a wizard to install SQL Server 2012 in a non-dustered
TETETe e environment or to add features to an existing SQL Server 2012
instance.
Tools
Upgrade from SQL Server 2005, SQL Server 2008 or SQL Server
Resources ﬁ 2008 R2
Options Launch a wizard to upgrade SQL Server 2005, SQL Server 2008
P or SQL Server 2008 R2 to SQL Server 2012,
Microseft
2 SQLServer2012

3. For a new installationetdect: New SQL Server staradone installation or
add features to an existing installation.

% SOL Server 2012 Setup =10l x|

Product Updates

Always install the latest updates to enhance your 5QL Server security and performance.

Product Updates

¥ Include SQL Server product updates
Install Setup Files

Checking for updates...

Read our privacy statement online

Learn more about 501 Server product updates

4. If your computer is connected the internetyou might want tallow the
installer to get updates.
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L Server 2012 Setup

Installation Type

=lolx|

Perform a new installation or add features to an existing instance of SQL Server 2012,

Setup Support Rules
Installation Type

License Terms

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Error Reporting

% Perform a new installation of SQL Server 2012

Select this optionif you want toinstall a new instance of SQL Server or want to install shared components such
as SQL Server Management Studio or Integration Services.

{~ Add features to an existing instance of SQL Server 2012

MSS0LSERVER j

Select this option if you want to add features to an existing instance of SQL Server. For example, you want to
add the Analysis Services features to theinstance that contains the Database Engine. Features within aninstance
must be the same edition.

Installed instances:

Installation Configuration Rules Instance Name Instance ID Features Edition Version

Installation Progress MS50LSERVER MS5QL11.M550QL5ER... | SQLEngine,SQLENgin... |Express 11.0.2100.80

Complete <Shared Component... S5MS 11.0.2100.60
< Back Next = Cancel Help

SQL Server 2012 Setup

License Terms

5. Select install new SQServer

=lolx|

To install SQL Server 2012, you must accept the Microsoft Software License Terms.

Setup Support Rules
Installation Type

License Terms

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Reporting Services Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

x
MICROSOFT SOFTWARE LICENSE TERMS j
MICROSOFT SQL SERVER 2012 EXPRESS
These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft
+ updates,
+ supplements,

« Internet-based services, and

+ support services

for this software, unless other terms accompany those items. If so, those terms apply. |

¥ 1accept the license terms.

r Send feature usage data to Microsoft. Feature usage dataincludes information about your hardware
configuration and how you use SQL Server and its components.

See the Microsoft SQL Server 2012 Privacy Statement for more information.

< Back Next > Cancel Help

6. Accept licensing conditions and click next
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% SOL Server 2012 Setup

Feature Selection

Select the Express features to install.

=lolx|

Setup Support Rules Features Feature description:
Installation Type The configuration and operation of each ;I
License Terms atabase Engine Services instance feature of a SQL Server instance
s o T ereT SQL Server Replication i isolated gansnlhar 5(1 mﬁm
I Full-Text and Semantic Extractions for Search operate side-by-side on the same
Reporting Services - Native computer.
Instance Configuration Shared Features
Disk Space Requirements SQL Server Data Tools
Server Configuration Documentation Components
Datal Engine Configuration Manag.ementTooIs .— ?asic LI
SQL Client Connectivity SDK - .
. . . Prerequisites for selected features:
Reporting Services Configuration Redistributable Features
Error Reporting Ja.l_rearl\iI installed:
Installation Configuration Rules i Microsoft \NET Framework 4.0
) - Windows PowerShell 2.0
= HaaEs ‘Microsoft .NET Framework 3.5
Complete - Microsoft Visual Studio Tools for Applicatio
To be installed from media:
- Microsoft Visual Studio 2010 Shell
d . B
Select all | Unselect all |
Shared feature directory: Ic: \Program Files\Microsoft SQL Server', |
Shared feature directory (x86): Ic: \Program Files (x86)Microsoft SQL Server), |
< Back Next = Cancel | Help |

7. Select all features and click next.

8. Select Default instance. Set instance ID to MSSQLSERVER
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